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E M A I L  P R O T E C T I O N  W I T H  S E P P M A I L  S E R V E R  

Your company has a SEPPmail server which is used to automatically encrypt emails. This greatly simplifies the pro-
cess for ensuring secure email communications. 

 

Depending on the recipient's situation, the following procedures are required before using encryption for the first time: 
 

• If your recipient is using S/MIME, follow the instructions under A 

• If your recipient is using OpenPGP, follow the instructions under B 

• If your recipient is not using any encryption software, follow the instructions under C 

• If your recipient also has a SEPPmail server, follow the instructions under D 

• TLS encryption is also used whenever possible. See E 

 

 

 

A .   T H E  R E C I P I E N T  I S  U S I N G  S / M I M E  C E R T I F I C A T E S  

S/MIME standard encryption can be used if the recipient has an S/MIME certificate. Follow these steps to do so: 

• The recipient sends you a digitally signed email with their certificate. The SEPPmail server automatically extracts 

the key from this email. From then on, the key will be used to encrypt every email your company sends to this 

recipient.  

• If your company issues certificates for colleagues, the process also works in the other direction. If you want the 

recipient to send you encrypted emails as well, send them an email 
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B .  T H E  R E C I P I E N T  I S  U S I N G  O P E N P G P  E N C R Y P T I O N  

You can use OpenPGP standard encryption if the recipient is using OpenPGP-compatible software. Follow these 

steps: 

 

• Send the recipient an encrypted email (a GINA mail) as described under C 

• The recipient will receive an email with login details. You provide them with the password. 

• The encrypted email appears after the recipient has logged in. On the right-hand side under Settings, the recipi-

ent can also upload their own OpenPGP key and search for the OpenPGP keys of other recipients. 

 

• Clicking on Keys/certificates opens a form that enables the recipient to upload a file containing their own Open-

PGP key. 

• From then on, every email sent to the recipient will be encrypted using this key. 

 

 

 

 

 

 

 

 

 

 

• Clicking on Search and then entering your email address in the search box provides the recipient with your indi-

vidual OpenPGP key as was generated by the SEPPmail server. 

 

 

 

 

 

 

 

 

 

 

 

 

• The recipient can then download your individual public key and use it to send you encrypted emails. The emails 

are automatically decrypted by the SEPPmail server. 

 

C .  T H E  R E C I P I E N T  I S  N O T  U S I N G  A N Y  E N C R Y P T I O N  
S O F T W A R E  
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If the recipient is not using any encryption solution, SEPPmail still allows you to send them encrypted emails. These 

are what are known as GINA mails, which are sent using a patented technology that does not require the recipient to 

have a special key. Follow these steps: 

 

• Send your e-mail tot he recipient with a subject line beginning with [confidential] or mark the email in Outlook as 

confidential 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

• The first time an encrypted email is sent to the recipient, you will receive an email containing their password. You 

then communicate this password to them by phone or SMS.  

 

 

 

 

 

 

 

 

 

 

Alternatively, you can include the mobile phone number of the recipient in the email described under 1 by adding 

‘(SMS: +49123456789)' to the subject line. This text will then be removed and the password sent automatically via 

text message/SMS. 

• The recipient receives the encrypted email and can then decrypt it by entering the password. The recipient can 

also send an encrypted response in the same window as the decrypted email. 

 

• Each additional confidential email your company sends to the recipient will be encrypted automatically and can 

be read by entering this password. The recipient has the option to change this password at any time. 
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D .  T H E  R E C I P I E N T  I S  U S I N G  A N  S E P P M A I L  S E R V E R  

If the recipient is part of a company that is also using the SEPPmail server to automatically encrypt emails, neither 

party needs to do anything. The SEPPmail server automatically recognizes the SEPPmail server at the other end and 

encrypts all emails sent between the two companies. 

 

 

 

E .  T L S  E N C R Y P T I O N  W H E N E V E R  P O S S I B L E  

In addition, communication between the SEPPmail server and other email servers is always handled via a TLS/SSL-

secured channel in the standard configuration if this is supported at the other end. TLS/SSL offers extra security to 

complement the encryption methods described above. 

 

SEPPmail therefore enables you use encrypted communication with all recipients, regardless of the encryption tech-

nology the other party wishes to use. We wish you all the best with your secure communications. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


